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PE–PE IPsec Tunnel using FlexVPN in an MPLS L3VPN Core 
 

 
Lab Requirements 

1. In VRF-TELE, forwarding must be differentiated on a per-prefix basis: 
a. Prefixes of IP-PHONES must be transported over the PE–PE IPsec tunnel. 
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b. Prefixes of PCs must use the native MPLS L3VPN forwarding path (no IPsec 
encapsulation). 

2. All traffic in VRF-STORAGE must use the native MPLS L3VPN forwarding path. 

 

MPLS CORE NETWORK 

IGP Configuration: IS-IS 

P01 

router isis NEO 

 is-type level-2-only 

 net 49.1500.5280.2028.8143.00 

 address-family ipv4 unicast 

  metric-style wide 

 ! 

 interface Loopback0 

  address-family ipv4 unicast 

 ! 

 interface GigabitEthernet0/0/0/0 

  point-to-point 

  hello-interval 3 

  hello-multiplier 4 

  address-family ipv4 unicast 

 ! 

 interface GigabitEthernet0/0/0/1 

  point-to-point 
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  hello-interval 3 

  hello-multiplier 4 

  address-family ipv4 unicast 

  ! 

PE01 

router isis NEO 

 net 49.1500.5280.2028.8144.00 

 is-type level-2-only 

 metric-style wide 

! 

interface GigabitEthernet1 

ip router isis NEO 

isis network point-to-point  

 isis hello-multiplier 4 

 isis hello-interval 3 

! 

PE02 

router isis NEO 

 net 49.1500.5280.2028.8145.00 

 is-type level-2-only 

 metric-style wide 

! 

interface GigabitEthernet1 

ip router isis NEO 
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isis network point-to-point  

 isis hello-multiplier 4 

 isis hello-interval 3 

! 

Configure MPLS in Respective Interfaces 

! 

VRF Configuration 

PE01 

ip vrf STORAGE 

 rd 65000:1001 

 route-target both 65000:1001 

! 

ip vrf TELE 

 rd 65000:1000 

 route-target both 65000:1000 

 ! 

interface GigabitEthernet2 

 ip vrf forwarding TELE 

 ip address 172.16.255.2 255.255.255.252 

! 

interface GigabitEthernet3 

 ip vrf forwarding TELE 

 ip address 192.168.0.2 255.255.255.252 

! 
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interface GigabitEthernet4 

 ip vrf forwarding STORAGE 

 ip address 172.16.0.2 255.255.255.252 

! 

PE02 

ip vrf STORAGE 

 rd 65000:1001 

 route-target both 65000:1001 

! 

ip vrf TELE 

 rd 65000:1000 

 route-target both 65000:1000 

 ! 

interface GigabitEthernet2 

 ip vrf forwarding TELE 

 ip address 172.16.255.254 255.255.255.252 

! 

interface GigabitEthernet3 

 ip vrf forwarding TELE 

 ip address 192.168.1.2 255.255.255.252 

! 

interface GigabitEthernet4 

 ip vrf forwarding STORAGE 

 ip address 172.16.1.2 255.255.255.252 
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MP-BGP Configuration 

P01 

router bgp 65000 

 bgp router-id 10.255.255.1 

 address-family ipv4 unicast 

 ! 

 address-family vpnv4 unicast 

 ! 

 neighbor 10.255.255.2 

  remote-as 65000 

  password kolwin!!!! 

  update-source Loopback0 

  address-family ipv4 unicast 

   route-reflector-client 

  ! 

  address-family vpnv4 unicast 

   route-reflector-client 

  ! 

 ! 

 neighbor 10.255.255.3 

  remote-as 65000 

  password kolwin!!!! 

  update-source Loopback0 

  address-family ipv4 unicast 
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   route-reflector-client 

  ! 

  address-family vpnv4 unicast 

   route-reflector-client 

  ! 

PE01 

router bgp 65000 

 bgp router-id 10.255.255.2 

 neighbor 10.255.255.1 remote-as 65000 

 neighbor 10.255.255.1 password kolwin!!!! 

 neighbor 10.255.255.1 update-source Loopback0 

 ! 

 address-family ipv4 

  neighbor 10.255.255.1 activate 

 exit-address-family 

 ! 

 address-family vpnv4 

  neighbor 10.255.255.1 activate 

  neighbor 10.255.255.1 send-community extended 

 exit-address-family 

 ! 

 address-family ipv4 vrf STORAGE 

  network 172.16.0.0 mask 255.255.255.252 

 exit-address-family 
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 address-family ipv4 vrf TELE 

  network 172.16.255.0 mask 255.255.255.252 

  network 192.168.0.0 mask 255.255.255.252 

 ! 

PE02 

router bgp 65000 

 bgp router-id 10.255.255.3 

 bgp log-neighbor-changes 

 neighbor 10.255.255.1 remote-as 65000 

 neighbor 10.255.255.1 password kolwin!!!! 

 neighbor 10.255.255.1 update-source Loopback0 

 ! 

 address-family ipv4 

  neighbor 10.255.255.1 activate 

 exit-address-family 

 ! 

 address-family vpnv4 

  neighbor 10.255.255.1 activate 

  neighbor 10.255.255.1 send-community extended 

 exit-address-family 

 ! 

 address-family ipv4 vrf STORAGE 

  network 172.16.1.0 mask 255.255.255.252 

 exit-address-family 
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 address-family ipv4 vrf TELE 

  network 172.16.255.252 mask 255.255.255.252 

  network 192.168.1.0 mask 255.255.255.252 

 ! 

IPSEC Configuration 

PE01 

crypto ikev2 proposal PE-PROPOSAL  

 encryption aes-cbc-256 

 integrity sha512 

 group 14 

 ! 

crypto ikev2 policy PE-POLICY  

 proposal PE-PROPOSAL 

! 

crypto ikev2 keyring PE-KEYRING 

 peer PE02 

  address 172.16.192.169 

  pre-shared-key local kolwin!!!! 

  pre-shared-key remote kolwin!!!! 

 ! 

 crypto ikev2 profile PE-PROFILE 

 match identity remote address 172.16.192.169 255.255.255.252  

 authentication local pre-share 

 authentication remote pre-share 
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 keyring local PE-KEYRING 

 ! 

crypto ipsec transform-set PE-SET esp-aes esp-sha512-hmac  

! 

crypto ipsec profile PE-IPSEC-PROFILE 

 set transform-set PE-SET  

 set ikev2-profile PE-PROFILE 

 ! 

 interface Tunnel24 

 ip vrf forwarding TELE 

 ip address 192.168.172.17 255.255.255.252 

 ip mtu 1400 

 ip tcp adjust-mss 1360 

 tunnel source 10.180.6.9 

 tunnel destination 172.16.192.169 

 tunnel protection ipsec profile PE-IPSEC-PROFILE 

! 

PE02 

crypto ikev2 proposal PE-PROPOSAL  

 encryption aes-cbc-256 

 integrity sha512 

 group 14 

 ! 

crypto ikev2 policy PE-POLICY  
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 proposal PE-PROPOSAL 

 ! 

crypto ikev2 keyring PE-KEYRING 

 peer PE01 

  address 10.180.6.9 

  pre-shared-key local kolwin!!!! 

  pre-shared-key remote kolwin!!!! 

! 

crypto ikev2 profile PE-PROFILE 

 match identity remote address 10.180.6.9 255.255.255.252  

 authentication local pre-share 

 authentication remote pre-share 

 keyring local PE-KEYRING 

 ! 

crypto ipsec transform-set PE-SET esp-aes esp-sha512-hmac  

! 

crypto ipsec profile PE-IPSEC-PROFILE 

 set transform-set PE-SET  

 set ikev2-profile PE-PROFILE 

! 

 interface Tunnel24 

 ip vrf forwarding TELE 

 ip address 192.168.172.18 255.255.255.252 

 ip mtu 1400 
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 ip tcp adjust-mss 1360 

 tunnel source 172.16.192.169 

 tunnel destination 10.180.6.9 

 tunnel protection ipsec profile PE-IPSEC-PROFILE 

! 

Selective VRF Traffic Steering over PE–PE IPsec Tunnel 

PE01 

ip route vrf TELE 172.16.255.252 255.255.255.252 Tunnel24 

! 

PE02 

ip route vrf TELE 172.16.255.0 255.255.255.252 Tunnel24 

! 

 

 

 

Verfication 

IPSec on PE01 
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IPSec on PE02 
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User POV: PHONE01 

 

 “Use the IPSec Tunnel” 

User POV: PC01 

 

User POV: SVR01 
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User POV: PHONE02 

 

 “Use the IPSec Tunnel” 
User POV: PC02 

 

User POV: SVR02 
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